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ABSTRACT

In this paper we present a light-weight and effective toginmtect
against a type of repurposing attack vector, which explo#ak-
nesses in Web applications, referred to as the Gifar. A Gifsed
attack relies on a form of steganography, combining imagesyp
other file types (such as word file or flash etc) with Jar filese Th
modified file is used to carry the payloads of various attattie,
can be triggered when posted on Web portals. In the paperxwe e
plore the capabilities of Gifar-based attacks, exposefftoaey and
the state of the art of the existing protection mechanisnaénag
these type of attacks. We show that despite some initiasst@n
by many Web portals to prevent from similar attacks, Giféacks
can be launched from any sites, and can be used as carrievaof a
riety of disruptive attacks, such as denial of service, camdnand
control, and data theft. We present thetiGifar, a lightweight sys-
tem that addresses this deficiency by detecting and stojpip&se
attacks at the client end. As demonstrated by our test sesult
solution promptly detects a number of possible Gifar-battatks
launched by any Web site. THatiGifar provides an effective so-
lution to this subtle threat while adding no overhead to thersilo-
cal machine or browser where it resides, and it does notiwelss
monitor the user interactions with the browser.

1. INTRODUCTION

machines, such as cookies. These attacks are referreddplas
posing attacksand are nowadays proliferating. In fact, a number
of attack vectors can be crafted to exploit this vulnerabgiuch
as botnets [25], different forms of distributed denial ofveee at-
tacks [37], [3] and various forms of malware exploring theeinal
structure of the Web 2.0 platform.

In this work, we focus on a specific example of repurposing at-
tacks. This attack vector, first introduced by Billy Rios dPetko
D. Petkov [5], uses a form of steganography, combining ireage
any other file types (such as word file or flash etc) with Jar.filée
modified file is used to carry the payloads of various attattes,
can be triggered when posted on Web portals. Up until regentl
Gifars have been cited as a leading threat [14]. In orderdaryt
our work, we thoroughly investigate the Gifar-based attiackll
its facets: the possible forms this attack can take, theahdlis-
ruptive power in real-world setting, and the existing metdbas
currently deployed to protect from similar attacks. To mrdiie
effectiveness of using the Gifar as an attack vector, weeptes
slew of attacks which can be launched easily using Gifares&h
attacks help us demonstrate the ability of the Gifar to malaie
and steal information from the local machine of the victinhen
the Gifar files are opened in the victim’s browser. Despite@i-
fars being such powerful attack vectors, our experimenialua-
tion shows that the existing users’ defense mechanisms tdeco
ognize the Gifar files as malicious, nor do they raise an alanen

The emergence of Web 2.0 has brought with an upsurge in the the attacks crafted by us are actually being executed. Gts édso

use of Web applications and Web-based communities thaw allo
their users to load, store and share their content with sthEhe
popularity of these applications and the Web-based contieani
combined with their ability to allow users to upload theirroeon-
tent has opened ways for new attacks on the browsers such®e® HT
response splitting attacks. These social computing plagaare
nowadays an easy target of hackers and phishers alike, tmwho
the user content represents a wealth of user information.\Wb
2.0 open availability of data combined with the sheer amaint
personal information shared on these platforms, such asdalS
Network sites, further worsens the impact of any attacksediat
stealing user information.

On these platforms, users can upload content which may poten
tially contain executable files or malware, which have thenabil-
ity to access any other content which resides in the sitasaiio.
Malicious files may harvest remotely stored users’ serssitiata ,
and send them back to the hackers who triggered the attack. Fu
ther, when such malware is opened on the browsers of the, iisers
has the ability to access all the information present orr tloeal

demonstrate that the Gifars can be uploaded to numeroudgropu
Web sites, including Picasa [30] , Orkut [29] and Friend§i&].
Surprisingly, even common antivirus or antispyware faitligtect-
ing an ongoing attack. The reason behind the power of thésivel
simple attack vector lies in its ability to masquerade itsoms as
ordinary browsers’ operations: the operations performeithé Gi-
fars when they are loaded in the browsers are often the sgme ty
of operations needed by the Web applications to genuinefpipe
their tasks.

In light of our findings, we build a protection mechanism, re-
ferred to asAntiGifar specific to Gifar-based attacks. We choose a
client-end architecture rather than a server-side solufitie client
side solution affords better protection to the user bec#eféec-
tively allows us to monitor the user’s interactions with threwser
without invasively monitoring the specifics of the input. rifaer,
as confirmed by our preliminary tests conducted on existiag p
forms, if the protection is at the server-end, the attacker aver-
come server-based protection by hosting the Gifar on sofmer ot
remote, malicious server and launch an attack on the endsuser
system by tricking the user into click the link which launsttee
applet in the Gifar.

We design the AntiGifar building on the notion céntrol-flow



graph which models interactions of the end-user’s machine and
browser with the Web site, and helps detecting possible afiem
To capture the users’ interactions with the browser we relp@M
(Document Object Model) Events [8], since the DOM forms & rep
resentation of the Web page as shown to the user and accgpts as
chronous input from the user. The DOM is a platform-indegennd
event-driven interface which accepts input from the usdradiows
programs and scripts to access and update the content cdidiee p

As a proof-of-concept, we deploy the AntiGifar as an add-an f
Mozilla Firefox, using JavaScript. The system is a lighigiej yet
accurate protection mechanism, which protects the endft@mar
various types of Gifar-based attacks. As demonstrated byest
results, the system adds no overhead to the users local meaghi
browser where it resides. It also does not invasively momiiche
user interactions with the browser, in that it is not conedrabout
specific clicks or other input by the user such as text, useoid
passwords. Though certain limitations exist, this is ontheffirst
effective solutions against Gifar-based attacks.

The main contributions for this paper are summarized asvicii

e We test various Gifar-based attacks and their effectivebgs
deploying Gifars on real-world Web-sites.

e We develop the notion of control-flow graph, to model the
normal behavior of a user and her browser while interacting
with a Web site.

e We draw on the control-flow graph to develop a lightweight
protection mechanism against Gifar-based attacks.

e \We prove through extensive tests that the developed system
is accurate, robust and resilient to different types of Gifa
based attacks.

The rest of the paper is organized as follows. In the neximgct
we elaborate on the Gifar attack, and discuss its applitalin
existing Web sites. As part of our analysis, we explore @gst
protection mechanisms, and highlight their limitations.Section
3 we present the design of the AntiGifar followed by the sysse
deployment and testing. We discuss related works in Sebtamd
conclude in Section 6.

2. GIFAR-BASED ATTACKS

In this section we provide some background information &bou
Gifar-based attacks. We begin with describing the attadtove
features, following with the results of our preliminary @stigation
on real-world settings and on a social network site develdpe
us. Then, we discuss the protection mechanisms currenplyeap
to protect from similar attacks.

2.1 The Gifar-Based Attack

In their most common form, Gifar-based attacks exploit Hoet
that when an image file, such as a *.jpg or a *.gif file, is corelin
with a JAR file, the resulting file can be rendered as a validgiena
by the browser, while the Java Virtual Machine is capableobg-
nizing the same as a JAR file. The result is a flexible and pawerf
attack vector, that attackers can exploit by uploading SBifars
to Web portals which host these images from their domain. The
JAR files contained in the Gifars are applets, which can bd tse
exploit the victim whose browser the Gifars are running on.

Specifically, the Gifar is created when the attacker contbine
some malicious applet in the form of a JAR with an image using
the command line’s copy command. For the attack to be coegplet
the attacker needs to be able to invoke the applet using anlHTM
file. The browser then opens the image containing the applat a
JAR and executes the code in it.

<! DOCTYPE htmi PUBLIC "-//WBC// DTD

HTM. 4.01 Transitional//EN'

"http://ww. w3.org/ TR ht m 4/ oose. dtd" >

<htm >

<body bgcol or =" #dddddd" >

<appl et code="local file.class"
archive="file:///C./Program@0Fi| es/ Post gr eSQ./
Ent er pri seDBY@20ApachePhp/ apache/ ww/

drupal /sites/default/fil es/inmages/gifar2.gif"
wi dt h="100" hei ght ="100">

</ appl et >

</ body>

</htm >

Figure 1: Example HTML code used to invoke an applet in a
browser

An example of the HTML file including the Gifar file is reported
in Figure 1. As shown, the HTML file includes the Gifar the same
way any non-malicious applet is usually included, except the
applet tag refers to the Gifar file.

The Gifar image can be loaded to a Web site’s photo applicatio
or it could be sent to a user as part of an HTML based message. In
order to send the file as a part of an HTML based message, tae Gif
is usually hosted on some remote server and the HTML message
then embeds the Gifar as an image file using(ileg...) tags. The
embedded image can then be linked to the Web page which isvoke
the applet, as described above, using(tifere f...) tags. When the
victim clicks on the HTML based message, the applet is ind@d®
the Web page invoking the Gifar as an applet is opened.

Depending on what code is embedded and where the applet is be-
ing run from, the attacker can exploit the running appletevesal
ways, from gaining or alter data remotely stored (e.g., éuber’s
profile on a social network site), to collect and modify datdhe
user’s local system, choking a victim’'s browser, or evending
the victim's Web space. Examples showing the potential (IGi
based attacks are:

e Remote IntrusionBy using a Gifar, the attacker can open an
explorer window which allows him to explore the victim’s
machine from his remote location. The JAR that allows him
to open the window exploits the Java Remote Desktop (JRD)
so as to provide the attacker a control of the window. The
attack begins when the victim opens the Web page which
embeds the Gifar image as an applet. The applet then ex-
ecutes and runs the JRD using the Runtime.exec() function,
which opens a remote window and connects to the attacker’s,
allowing him to remotely explore the victim’s system.

Denial of Service or choke a victim’s systeithe JAR file
included in this Gifar is designed to launch a series of win-
dows to the victim’s profile. The page being opened can be
a page on the Web site that the attacker wishes. This attack
can further be modified into a DDoS attack. The Web server
hosting the targeted site, can be subjected to a DDoS if the
attacker posts a number of Gifars on different profiles and
also sets the number of windows being opened sufficiently
high. The attack can be made more disruptive by choosing a
page with “heavy” elements like multiple multimedia files.

Command and Control attack¥he Gifars could provide the

attacker a distributed command and control channel for the
botnets owned by the attacker. The command and control
channels are used by the attacker to remotely control the bot
nets [15]. The attackers can easily create and embed their



server and/or client programs as the JARS, such that oncefile with an image extension such as GIF or JPEG is being opened
the HTML page invoking the applet embedded in the Gifar as a JAR executable should signal a suspicious activity. edewy

is loaded, botnets receive their commands and begin to carry none of the existing browsers raises such flags. Third, therot
out the malicious operations. The Gifars make good attack underlying vulnerability which allows all these attacksstacceed
vectors for carrying out Command and Control attacks since is the fact that the most Web portals allow unverified traffifiow
theses images can be easily distributed by loading them on through it. Finally, Web applications, such as those thabhage
public portals, such as social networks, virtual commaesiti pictures, often take control of user files and store them telyo

blogs etc. This gives the embedded applet access to all the files anddeeco
which are available to the Web application.
¢ Bypass the authenticatiorin order to bypass the control of We now provide some interesting observations resultingifro

certain authentication-protected Web sites, the usethaile our evaluation. On Orkut [29] and on Friendster[13], thea®an-

to download the JAR file which completes the attack. This not be directly uploaded to the photos. However, the Gifarstdl
JAR file can be delivered using a Gifar image. This attack be posted by embedding the images using the sites’ publiec mes
proceeds by retrieving the saved cookies of the user and us-sage systems (calletrapson Orkut). Further, these scraps can be
ing them for login. There are two programs running, one linked to the page which is used for launching the appletseginb
which extracts and forwards the cookies to the attacker and ded in the Gifar and therefore the attack itself can be triggey a
one which uses them for login. The program sending the victim simply clicking on a comment posted to her account.
cookies to the attacker is the one which is delivered to the  In case of Picasa[30], the Picasa server allows us to loaGithe
victim in the form of the Gifar. The victim also needs to far images directly using the photo loading interface. Eh@#far
“launch” this JAR by clicking on a link. This could be the images are also saved without any modification or loss ofrinfo
link to an HTML file on a remote server, which has been mation and without the embedded JARS being corrupted wieenev
posted on the SN. In order for the cookies based authenti- any user saves the Gifars onto their system. Further, siitgs#®
cation to succeed, the victim should have persistent ceokie serves the Gifar from its Web domain, Ih4.ggpht.com, wh&hi
(i.e. the “Remember me” option is selected on the browser fact the same as the Google Web domain, Ih4.google.comyia2],
for any sites which require a password-based login). This can directly use the victim's Web cookies whenever he isesign
attack can also be adapted to send all the saved passwordsnto Google. This allows the attacker to bypass the autbatitin

of the victim to the attacker. If the cookies are persistent, even more easily as the attacker does not need to steal tkieg00
then the passwords are stored in easily reachable files in theor the passwords. Finally, the “remember me” option doesiaetl
end-user’s local machine. For example, in Mozilla, the dave  to be enabled for the attacker to be able to bypass the aighent
passwords Firefox are stored in a file called “signons3.txt” tjon, since the attacker can use the victim’s cookies if tlis&m is
(this file varies by the version of the browser the victim )ses  logged into the Google domain.

-andinM crosoft Credential FileininternetExplorer- Among others, we tried Gifar-based attacks in case of LiweJo

. This file combined with the “key.db” file of Firefox can be  nal [24] and the art community DeviantArt [7]. Both the sitds
forwarded from the victims system to the attacker in order to |ow us to load the Gifar, and similar to Picasa, the Gifarsstweed
allow him to gain all passwords. without modification. The attack can therefore be launched i

| similar method to the way it is launched on Picasa. Furthercan
also use the method described above for Orkut and Friendster
post the Gifar in messages and linking them to the maliciées s

Both the command and control attacks and a form of denia
of service attacks can be carried out by modifying system
files. The attacker could modify the password files of the

victim, causing the authentication to fail repeatedly, wtee used to trigger the applets in the Gifars.
victim tries to log in using a saved password. The attacker Facebook[10] has proved to be more resilient, as compared to

can additionally issue the commands in the command and other social network sites. Facebook actually scrubs allup-

e T loaded pictures, removing any possible embedded code. rthe i
control attacks by modifying files stored on the victim’sabc
machine. y fying age visible on the site is not the one which is uploaded by $lee, u

rather, itis a resized version of the original. Furtherm&aeebook
2.2 Testing the Gifar in real-world settings does not allow the posting of HTML code in the network, altjlou
In order to assess the potential of Gifar-based attacks,ave h it allows HTML links to be posted. The possibility of addirighs

extensively tested the examples discussed in the prevamims. ?hpeeﬂﬁsi;)oéi{;galv?éﬁiihgo T:Sﬁgﬂgk (C:;?fgrzewﬁce: n?Z alsn@to lur
To conduct our tests, we used a two-fold approach: first, ied &l P 9 Y y

e dscussed atacks n & hrmiess eshion on popuant 2090 0008 echnes Hence desple eve oy
content management or social network sites, to check whathe '

protection mechanism is currently in place for this atte®&cond, tacks for example can be launched using its application shded

we extensively tested the attack using a local Web servstjrigp Wa_II which allows us to po_st HTML conte_nt. Further, othepiip
._cations could be used to distribute the Gifars for the agaskce

an open source content management system created by ug USInthese applications make it possible to load and retrievettiginal
such a methodology we could evaluate both the feasibilitheft- Gifar PP P
tacks as well as their effective disruptive power. Althotigére are " .
differences in each Web 2.0 platform that lead to slightffedént wo'?lf g’r\gd;f:g’s;’r\:e tSfJeglthe] avtvtﬁif: I;]si;nglr: 2ygr? sgu?cseoggtge
conclusions, our analysis is thorough enough to ensurealguel 9 P ) P

. . management system. Drupal is widely used by smaller corpora
of generality. Our tests show that Gifar-based attacksteredsult tions to host Web sites and intranets. On SN built using &
of a number of vulnerabilities. First, the Java Runtime Eovi these attacks are very easil Iauncﬁed since the Dru gdjtéme
ment(JRE) does not check the extension of files before parsing y y P

g - allow the attackers to load a Gifar directly. Further, thisages
the JARs. Second, browsers run any file in the format spedifjed ’ N
the underlying HTML code of a given Web page without verityin are not scrubbed and Drupal based SNs often make the orginal

what the actual extension of the given file is. Ideally, thet fhat a far visible to the users on their Web site. The attacker carefbre



easily locate the JAR files and launch these files from an HTML
file. We tested all the four attacks detailed above with Diupd
the attacks succeed, in almost no time. In case of the bypass a
thentication attack, since the files being copied are vemlisiine
time taken for such copying is about 16 milliseconds. Alse, w
observed that since the images are served from the Druparser
domain, it is really easy to bypass the authentication whervic-
tim is logged in to the Drupal system. Further, the JAR file has
access to all the other files stored on the server as the #&sifaais
stored in the same domain as the remainder of server filesngnak
it easy to modify these files and steal the victim’s inforroati

Finally, the Gifar-based attacks are also not identified gy t
popular AntiSpyware and Antivirus solutions which are &l
to users. We tested the top 5 Antiviruses and the top 5 AntiSpy
ware?! as listed by CNet [39, 38], and found that none of these
softwares detected any of the Gifar files as malicious, narewe
they able to recognize the attacks when they were actuallyggo
on. The Antiviruses fail to recognize the Gifar-based &i$doe-
cause these attacks perform functions which are usuallyedar
out by the browser while loading certain pages. For exantpke,
file modification based attacks are not easily recognizedussr
thePasswor d Fi | es are modified whenever the user changes a
password or asks the browser to remember another passwoed. T
AntiSpyware do not recognize the Gifar-based attacks Isecthe
attacks do not necessarily require any visit to maliciotesspr to
carry out other suspicious activity like displaying adistnents or
scanning for personal user information.

2.3 Existing protection mechanisms

Current systems try to protect from Java-based attackdfer-di
ent manners, both at the server end and the client end. Howeve
none of these approaches is satisfactory, as they all siuéfer
some significant vulnerabilities. Below is an overview o thost
common attack defense currently implemented.

e Using a “throwaway” server for images: Using a “throw-

away” server means that a different server hosts the images

which are actually viewable. The original images are never
presented to the users, ensuring that the attacker candot fin
the path to the original file to invoke the Java applet. This

e Scrubbing the images when uploaded: Filtering any content
which is being uploaded to a Web application end involves
eliminating any associated data with the images such as any
metadata and also stripping the images of any code embed-
ded in them. Such filtering of content can be performed at the
client end when the content is being uploaded, as is done by
Orkut, or it could be done after the content is uploaded to the
server. Resizing images often causes the embedded code in
the Gifar to be corrupted or lost. While filtering ensureg tha
no malicious content is saved on the server, this approach
could also result in certain types of animation or multime-
dia files being corrupted or spoiled otherwise as these files
often have some sort of associated code in Java, JavaScript
or PHP. Besides, scrubbing may not always be sufficient to
completely remove all the malicious content attached with
the image; a sophisticated attacker would be able to still
launch the attack by restoring the corrupted content.

Additionally, there are some easy-to-implement solutiomkich
have been considered to block these types of attack ve@ats [
[19]. For example, a user who avoids the use of persisterdieso
can help prevent an attacker from bypassing Web-sites mtithe
cation. This approach, however, cannot be deemed as agalacti
solution because of the popularity of such persistent @soki

On the server side, the Web portals can help avoid the attack
of bypassing the authentication by checking whether a gters
cookie comes from the same machine, it was previously uded. |
not, it can ask for further verification from the user, usieguity
questions. This process may be viewed as cumbersome by many
users. Further, an attacker can always spoof the victim'adP
dress in order to gain authentication using the stolen parssor
the saved cookies of the victim. Web portals could also opt fo
limiting/blocking the HTML links posted on their sites. Bhihow-
ever, may not be a well-accepted solution since the abditydst
arbitrary comments contributes largely to the popularitynany
content management portals.

Verifying the integrity of content uploaded at the front earcen-
suring that applications can only access data legitimataiyired
by them is not sufficient to stop the attacks. These checkdean
easily circumvented by attackers who can always use diftexp-

thwarts any Gifar-based attack. Though this solution can be Plications to upload malicious content and further attaofliaa-

very attractive to large corporations which are dedicated t
running highly popular portals, smaller portals cannotpdo
this approach due to the cost of utilizing another server to

tions to leak any data legitimately gathered by them.
At all effects, what we are trying to tackle is an informatitbow
problem rather than simply an information integrity one. neke,

manage the front end. Further, the attack code, embedded inOUr approach is to detect the information flow violationsamstn

the Gifar still exists on the remote site, leaving a vulnditgb
waiting to be exploited.

e Ensuring that only authenticated scripts can run in theeserv

the targeted Web site, the local systems and any externalsitéeb
which is loaded while the original site is being viewed.

3. THE ANTIGIFAR SYSTEM

space: Before any script searches the database or runsinthe |, order to protect from Gifar attacks, we have designedtaig

server space, itis required that the script presents sorme fo
of authentication to the server or some trusted entity. This
potentially prevents unauthenticated scripts from gatiger
user information. However, it does not prevent authergitat
scripts from leaking information they gathered legitinhate
Further, it does not prevent the Gifars from using the stored
cookies of the client or running scripts on the client’s eyst
when the page hosting the malicious content is visited.

1The programs tested by us were Lavasoft -Ad Aware, Zone
Alarms, Tenebril Spycatcher, Webroot Spy Sweeper (Spyetac
Express -5.1.2), SpywareDoctor, Symantec Endpoint Piotec
Kaspersky, Norton Antivirus, BitDefender, F-Secure Aintig and
Avast.

weight protection mechanism, referred toTdge AntiGifar Using
the attacks described in Section 2.1 as representativekadtpes,
our aim is to create a general protection mechanism for bethiit-
tim’s local system and her remote data. The AntiGifar canume s
cessfully deployed at the user-end, in the form of a simpbevber
plug-in, or as a component at remote server. Since most dbithe
far attacks aim at attacking resources on a end-user’'s macthie
client end constitutes an important point of protection.e Tser
will be able to control the attacks, and customize the ptaec
mechanism as needed based on his/her browsing history. éOn th
other hand, if deployed as a remote server component, theasol
will be transparent to end users, while providing an effectp-
proach against Gifar-based attacks. While a server-bagation
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Figure 2: The AntiGifar system’s logic flow.

is effective in detecting attacks that target the serveifits well
as attacks that aim at using the server as an attack veci®onat
able to protect from attacks that lure the user into loggimg dif-
ferent realms. Above all, the very nature of these attacksoéx
a basic vulnerability of the browser and various pluginschitare
downloaded and managed by the client. Therefore, a clidst-s
solution is arguably the most natural approach for handdinch
vulnerabilities.

The AntiGifar main execution steps are sketched in Figure 2.
The depicted tasks are carried out by two logical componéhes
flow monitor and theAntiGifar detector(detector, for short). These
two components are discussed in the following sections.

3.1 The AntiGifar flow monitor

The AntiGifar is designed in the form of a light-weight moni-
tor at the client-end, that stops attacks as it detects thHdamce,
the first tasks toward Gifar-attacks detection consist ofiiteoing
whether an attack is ongoing. Such tasks are carried out éoy th
flow monitorcomponent. The flow monitor is built based on the
observation that any given Web site follows a specific infation
flow, from a user's end system to a remote server, and possibly
stores users’ data in Web server’s database systems. The Gif
based attacks violate these information flow rules as tHewdor
illegitimate transfer of information between one domaiamother.
Hence, our approach is to detect such violations in an efficiad
accurate manner.

This requires accomplishing two main tasks: (i) capturiththe
interactions between the user and the browser (ii) matcthiage
interactions with the changes in the files at the end-usecal Ima-
chine and also checking the displayed content at the Welerserv
site.

To carry out task (i), the flow monitor relies oncantrol-flow
graph (CFG, for short). The CFG is a finite labeled graph, con-

structed upon the user opening a given Web-site. The CFG cap-

tures all the possible interactions between the browsed $tieb
the end-user’'s machine and a remote site in order to idefhifys
which result in potentially malicious code being run. TheGCis
derived by considering all the possible DOM events and JayaiS
links when looking at the source code of a Web-site.

ExamMpPLE 3.1. Figure 3 provides an example of a control-flow
graph between a SN, the user’s local system and an exterral We
site’s domain. In the figure, the edges FO, F1, F2, F3, F5, FR) F
and F11 denote legitimate flows. A crossed edge between tine co
ments or messages, and any entity indicates a maliciousatiper

being performed. In our example, these correspond to eddes F
F6, F7, F9, F12 and F13.

For example, the edge FO represents a password file being read
by a social network site and verified by the social networkistlase
when the user clicks on the login button, while edge F1 regmes
the display of the Web site caused after the user has loggélthm
edges F2 and F3 represent the user’s profile being updateithwh
are caused when the user clicks the links and submits théreeu
forms. Edges F8, F10 and F11 represent update and read action
on the external Web site.

The edge F5 signals a new Web site being opened as a result
of the user’s click on the social network site. A scrap couwd-c
tain a link to a legitimate Web site. Therefore when a corinads
launched by clicking the link on the scrap to the external \&itdy
it may not necessarily be any malicious activity. Howevdremv
the external Web site interacts with the scrap using any péro
ation (F13), it signals that an external entity is trying tortrol
something on the social network site.

Once the graph is loaded, the flow monitor carries out tajkfii
verifying that 1) the information flows from and to legitineagtates
as prescribed by the graph, and 2) that none of the possatkesst
modeled by the CFG is reached without the DOM events which are
needed to ensure a legitimate transition to the given state.

For example, the flow monitor checks that all the page load and
window load events are actually caused by other DOM evermts su
as mouse clicks. The mouse clicks indicate a user’s interaaiith
the elements on the Web browser.

If any of these two conditions are violated, that is, theestan
the CFG are reached without the required DOM events or tisere i
a violation in the flow, then an attack is assumed to be ongoing

Listening to DOM events is effective since Gifar-basedckisa
are carried out by completing a few seemingly normal evemts s
as redirection to an external Web site from a source sitejmgaf
the password files etc. (these events are DOM events thess$elv
The fact that these DOM events are not caused by the usegis int
action or input is what sets them apart from the legitimaeney
which are needed to reach the legitimate state.

ExamMpPLE 3.2. In the control-flow graph introduced in Exam-
ple 3.1, the paths traversed to reach these states inditateli-
ference between an ongoing attack and a normal operation. Fo
example, in Figure 3, both the edges labeled F8 and F9 reptese
flow from the staté&zternalWebsite Display i.e s4 to the state
External DBWrite i.e s5, the edge F8, which is a legitimate
flow, has the DOM operatioglick associated with it, while the
edge F9, which denotes an illegitimate flow, does not. Theimeq
ment that a click leads from the stateto the statess differentiates
the legitimate flow from an illegitimate flow.

Further, to improve detection accuracy, the monitor noy oet
lies on correlating DOM events, but also checks whether DOM
events such as keystrokes and mouse clicks are carried deggt-a
imate rate for a human user. While it is possible for an agatd
simulate such keystrokes at a reasonable rate, thesesattackd
entail a level of sophistication that is unlikely. Such slation
requires the use of sophisticated HCI models such as GOMS and
UIMs besides a huge database of similar activity by humangdsei
[20, 33]. Finally, in order to minimize possible attemptstbis
type, the system requests feedback from the end user upect-det
ing an attack. For example, the AntiGifar notifies the useemvh
a Gifar attack is suspected. These methods are discussedkih d
below.

3.2 The AntiGifar Detector
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Figure 3: Example of Control-Flow graph between an external
Web site’s domain, a social network the domain and the end-
user’s local domain

While the FSM detects a potential Gifar-based attack, itdumt
identify the specific operation carried out by the embeddedilé.
This task lies with the detector. The detector is in chargelas-
sifying the suspected attack, and of taking subsequenteprap
tions. The actions taken upon detection vary accordingeaer-
specified degree of protection: the user can configure thi&at
to either send alerts as soon as a Gifar attack is suspeatéd, o
actively stop the attack whenever detected, by immediateking
the window hosting the Gifar.

The detector has several logical subcomponents, each ehwhi
checks whether a given type of attack is under progress &ed ta
some action to either prevent the attack or block it, andea ghe
user. First, the most disruptive and quickest possiblecldtare
checked. That is, first the system checks whether the Gifas &
modify the user’s files. Using this attack, the attacker mzgnge
the user’s privacy preferences and passwords thus opdrerdpor
for further destructive attacks. If this attack is not undery then
it checks for progressively lesser disruptive attacks.

Precisely, the monitor uses JavaScript to zero in on thécpéat
attacks in the below order.

Modification of a local file on the system and Command and
Control attacks A JavaScript based component is used to check
whether any of the user’s system files are being modified by us-
ing the command file usingi | e. | ast nodi fi edti me. The
AntiGifar accesses the files usimg! Fi | e functions. A nslFile
instance allows for a cross-platform representation otation in
the file system. Once an nslFile instance is created, it carsbe
to navigate to ancestors or descendants of a given file artdige
without having to deal with the different path separatorsdusn
different platforms. It can also be used to query the stasmypffile
or directory at the position represented by the nslIFile aedte,
move or copy items in the file system independent of the piaifo
on which the file is located. The detector uses such command

2An nslFile can be retrieved by either instantiating an nsHlBile
using a platform specific path string or by using cross-platflo-
cations retrieved from the directory service [28]

to verify periodically that any change in the user’s systeraither
correlated by a DOM event or is a system event, and whether any
modification or file creation is generated by a user-coreddppli-
cation. For example, the detector compares the time thersyst
password file (e.g., signons3.txt for Mozilla Firefox) wastimod-
ified with user related DOM events such as loading of a fornepag
which allows resetting of passwords and mouse click. Thie ty
of check is performed periodically, until the Web page hagthe
suspected Gifar is not closed. In the example of the passford
the user submits any changes on the form page, then onlydshoul
the file be modified. If the file modified is not correlated to tiser
submitting a password form, then the attack is said to beioggo
Similarly, if files are downloaded by the Internet and they faom
the site which is suspected to host the Gifar, and not caeslay
the user’s event, the attack is deemed as started. The ubenis
alerted of a possible attack and asked to close the Web sitinbo
the Gifar.

Modification of the user’s remote profile by code running oa th
Web site The Gifar can easily target Web sites that host some
user-generated content, such as social networks, and. bkgse
installed, the Gifar can, for example, add spamming conteat
licious links or modify the user posted content. To addréss t
issue, at the time the monitor suspects an attack, the defeeti-
odically checks for unexpected (and not-user driven) moatitbns

in the rendered content, while the Web page hosting the stegpe
Gifar is open. Specifically, when one of such pages is acdesse
JavaScript-based component checks whether the last naditifis
occurred upon the user submitting a form, on the Web site, and
match the same content. If the modification on the rendered co
tent is not corresponding to some user input and a Gifar isgoei
detected by the monitor, the user is alerted of a possitdelatind
asked to close the Web site hosting the suspicious Gifaricélot
that this approach in turn helps tracking whether the SNaluise

is being modified by some external code, while not requiring a
interaction with the server, since the detection is basedbta col-
lected from the AntiGifar at the client-end. To limit the peoof the
monitoring, the user can create a list of such sites that thteGA

far should control, along with a list of sites to be excludeohf
the controls. In fact, the user can also indicate sites whicha-
ture refresh dynamically their content (without gene@tibOM
events), such as scoreboards or games, and therefore stubide
monitored.

Choking attacks The JavaScript component dealing with this
attack listens for page load events and mouse click eveatavdid
false positives, the detector checks whether the numberoosm
click events are not only the same as the number of page ebemts
also that they were executed at the same rate as the loadesl g
the difference between the mouse click and page load esayts,
is larger than a choking threshold(wherep << z), an attack is
deemed under way.The user is then alerted to a possiblé attalc
asked whether he wants to continue opening multiple pagess H
also asked to close the Web site hosting the suspicious. Gifar

A screenshot showing how the attack is stopped is reported in
Figure 4. The user is being asked to confirm whether he/sh&swan
to continue with opening the windows when 4 tabs of the sarge pa
were opened without any action on the user’s bart

Other subtle attacks, such as attacks aimed at bypassimagithe
thentication which do not result in the change of state ofaripe
documents or files, are handled as follows. Upon suspeciinga

3For testing purposes, a small number of windows (four wirgjow
were allowed to be opened without the user’s action befaredm-
firmation is requested for the purpose of simulation of thac,
but this number can be increased or decreased very easily.
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Figure 4: The AntiGifar's Screenshot for the Choking Attack.

sible attack, the AntiGifar caches copies of the all the gearon
the files modified while the attack is deemed undergoing, sorit
permanent modification is performed on the client machinke T
user is asked for confirmation regarding the data being redde
until the malicious activity is ended. Hence, the user igiimfed
of any files’ change, before committing them. The file systam i
tegrity is monitored by matching hash values calculatedrgednd
after the attack is suspected.

Notice that the JavaScript components used by AntiGifanate
dependent on the particular approach used by the attaclatingrr
look for specific outcomes or effects produced by an attaak. F
example, for the choking attack, we check for multiple rexisie
opening multiple pages from the user's system. We do notkchec
for specific pages being opened, nor do we check for the sigmat
of a particular DoS attack. In this way, the AntiGifar covéne
class of attacks where a victim’s browser is rendered usétesim
as it is taken over by a malicious script.

4. THE ANTIGIFAR EVALUATION

We developed the AntiGifar as an add-on for Mozilla firefox-ve
sion 3.0.10. Most of the add-on is written in JavaScript agsus
Jar files, hence it is easy to port this solution to any browsdr
references to the files and file paths are not platform depgnde
thus making it compatible with different platforms and filss
tems. To port the AntiGifar onto a different browser or OS th
files references must be configured according to the chosén pl
form. For example, in order to port the AntiGifar to Interret-
plorer, the JavaScript component of the monitor must chaek t
M crosoft Credential fil etoensurethe HTTP Authen-
tication Passwords are not tampered with. These files aogeh
with the version of the browser being uskd

Our experiments were performed on a Dell Latitude D630 Lap-
top, with 2G Ram and a Intel(R) Core(TM)2 Duo CPU T7500 @
2.20GHz processor. We conducted two separate set of tasts. F
we tested the overhead added by the Antigifar. Second, vessesd
the accuracy of the AntiGifar.

In the first set of tests, we compared the execution time fer th
Firefox browser with and without the AntiGifar add-on. Wesj-
ically recorded the time for opening new sessions with rpldti

how long the page took to load. Next, we cleared the cache for
the following run. When collecting data for the AntiGifanabled
browser, the same methodology was used, but we first endided t
plugin, at each run. We reported no overhead caused by th&iAnt
far and the exact same time was taken for the operations btth w
and without the add-on. The time required for Firefox totstas
always around 1 ms. This time included only the time it tales f
Firefox to be started as a process by the system, and did ctot fa

in the time taken to make the Firefox available for use. Fartive
checked the maximum CPU usage and found that the difference i
the percentage of CPU usage was less thahims (for example,

for 0 tabs with 1 window, when the Firefox session is beingomesl

the usage was 47 % with the addon and 46 % without the add-on.
The usage for the Firefox session being restored with 6 wisdo
and 60 tabs was 56 % without the addon and 54 % with the addon).

Our second set of tests aimed at verifying the accuracy of the
AntiGifar. To this extent, we carried out several differexper-
iments of increasing complexity. First, we begin with asses
false positive rates, i.e. whether the AntiGifar would édysdetect
a page with benign Java and/or JavaScript components asea pag
hosting a Gifar. The tests were carried out by having the@ifdr
running while 100 different sites were visited to test theumacy
of our system when it is continuously monitoring for Gifaded
attacks. The sites were selected based on their popularityoa
the presence of active components. For example, the siied/i
by us included popular gaming sites (sucl&asnes.corandMini-
clip Game$ which often utilize JAR files and JVM to allow their
users to run the games, magazines (sudili@sand Glamoup and
blogs.

With our second round of experiments, we increased contglexi
of the previous test by introducing new Web pages createdsby u
where the Gifar was carried on pages that hosted other b8Aign
files and/or JavaScript components, making it harder tingjsish
whether an attack was in place or not. Specifically, we coeh®
sites, each of which embedded some variant of the attackh, su
as the denial of service attacks or remote intrusion attadkse
actual attack code varied for each try. To create the variatof
the attack code, we introduced random NOP blocks in eacbkatta
to introduce random delays. Further, we combined one or more
attacks with each other. Also, the page invoking the Gifat ha
some variations in itself, i.e. the source code of the pagetwh
invoked the Gifar was different for each try and the pageiedrr
different types of JAR files and JavaScript components etiery.

The elements we included in each page consisted of one or more
of the following: images, videos, audio components such ms w
files, other benign JARSs carried in applets but not embedudléd-i
ages, text documents, hyperlinks, Java buttons, Java®citipns,
JavaScript forms and even simple games. The AntiGifar gtove
be accurate in both set of tests, detecting the attacksatlytre
Finally, in order to further challenge the AntiGifar, we ated a
new test case by launching multiple attacks at the same tiroe.
this test case, we crafted attacks so as to combine more tf@n o
Gifar attack on a single HTML page. We constructed the agtack
in two alternative forms: we either hosted multiple Gifansa
same page, or created a JAR file which would carry out differen
attacks in a single file. With this attack, we were not onleint
ested in checking whether the AntiGifar could identify andps

tabs. We varied the number of tabs from 0 to 60 and the number the launched attacks, but also whether the detection of tiaeka
of windows from 1 to 6. For each run, to ensure accuracy of the could slow down the detection of the subsequent ones. Wedtest

experiment, we completed the following steps. First, waldlisd
the plugin, loaded a page over a quiescent network, andnlieted

4si ngons3. t xt is used in Firefox 3.0 whereas gnons. t xt
is used in versions of Firefox earlier than Firefox 1.5.9.10

15 different attacks out of possibly 50 aggregated attabks$imes
each. The different types of attack were constructed by daintdp
the Gifar attacks discussed in Section 2.1 with one anotilethad
4 basic attacks to tests, in possilll§ ways, calculated as dispo-
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Figure 5: Chocking attack. Evaluation results.

sitions of groups ok from a set ofn without repetition, wheré;
can be 2, 3 or 4. Precisely: = 25 + 725 + 4l We fo-
cused on a subset of not trivial combinations, namely fivecat
with 2 Gifars hosted at each page, five attacks with 3 Gifacs an
2 combinations of all the 4 Gifars, resulting a total of 15felif
ent types of attacks. We ran this experiment by hosting welepa

on a secure remote PHP server and also on a server hosted on thxla

same local machine where the antigifar system was deployed a
plugin. None of the attacks were successful. For exampéefilen
modification attack was always detected with a delay less tha
ms. Subtler attacks, such as bypassing the authenticddibas
well, since the victim’s hard drives are always protectefiesthe
attack can be completed, thereby causing the attack to @ieorte,
the discarded combination of attacks). The time requirecbto-
plete any single attack to execute is (order of 100 ms) siifly
higher than the time required for our detection script to (ander
of 0.01 ms). The only delay was recorded when testing theingok
attack in combination with 2 or 3 other attacks. Specificate
attacks placing the choking attack as the last one beingladh
resulted in the attack being started before any warning aised
by the AntiGifar.

In light of this result, we conducted an additional test, texded
the number of pages that could be opened in the choking aitesrk
time by factoring in an artificial delay in our tests from 0 rosLlO0
ms. The results of this test are shown in Figure 5. Up to a delay
of 35 ms, the average number of tabs opened is approximaisly |
1. The number of tabs opened starts increasing after 35 men Ev
for a delay of 100 ms, the average no. of tabs opened is on}y 5.6
which is not enough to slow down the victim’s system or craish h
browser. Since there is only a very slight chance, if any, délay
more than 100 ms, we conclude that the attacker cannot cayse a
significant damage.

5. RELATED WORK

Gifar-based attacks have risen as a new type of web appilicati
threats, where images are used to load malicious codes igto w
applications and to the servers from which these applioatian.
Gifars have been cited to be the leading threat of 2008 [1df ev
since they were discovered by Billy Rios.

An interesting solution specific to Gifar-based attacks, een
proposed in [19]. The idea is to detect the Gifar-basedkstatthe
server side, so at to detect any Gifar files which are loadethen
server. However, the attack can still be carried out on thémis
browser if the Gifar is hosted by the attacker on a some remote
server of his own, since, at that time, the code cannot be issed
identify the remote Gifar file being loaded and executed. s€he
remotely hosted Gifar files can be used in the SN to attacktarvic
as demonstrated by the attacks outlined by us in Section 2.2.

Since to our knowledge, no other solutions for Gifar attdwkee
ever been proposed, we summarize some of the most closalgdel
approaches recently proposed to thwart generic Java-bitseds.
There are two parallel lines of work that are of interest toussng
monitoring-based systems [12], [11] or information flow troh
strategies [2, 27, 18].

In [16] an approach similar to ours has been proposed for Ajax
intrusion detection. The authors develop a monitor whiclcines
if the series of requests received by the server is similantab-
stract request graph previously derived. While similargdruthe
approach, Guha and colleagues focus on the response tatiee se
from the client and may therefore not be able to detect skwéra
our attacks, since our attacks run at the client end. Fyrther
proposed solution needs to be run as proxy between the sawser
the client, which invasively evaluates the response froenctient
machine. Our solution is much less invasive and does notorely
the response from the client to the server for its detecthars suc-
ceeding at detecting attacks that affect only the clienthimecand
provide feedback to the attacker. However, we also plan ablen
our solution to detect a wider range of attacks in the future.

A similar approach to the above is taken in [5]by Dhawan et al.
he authors develop a system which uses in-browser infiomat
tracking to analyze JavaScript extensions. This solusasimilar

to ours in that the authors study the information flow by cdesi
ing the DOM events that are used by the JavaSrcipt Extensions
study whether sensitive data is being leaked by them. De#pi
similarity, this solution is applicable to only JavaSciipttensions,

it does not monitor the malicious behavior of any outsideecadd
also does not detect Java based attacks. We differ fromahigsen

in that we do not have to monitor the sensitivity level of eabject
submitted by the user over the internet and therefore ouitorary

is far less invasive. Further, our solution is better corilppatwith
the existing browsers in that we do not require any modificeti
to any interpreter of Firefox, unlike this solution, whiclodifies
SpiderMonkey, Firefox’s JavaScript interpreter.

Another interesting attempt aimed towards thwarting Jaased
attacks is from Soman et al [36]. Soman and colleagues défal wi
detection of Java-based attacks by analyzing the JavaaViva-
chine (JVM). The authors have developed an auditing fgcilihich
audits thread-level changes in the JVM and an intrusionctiete
tool that uses audit data generated by this facility to deteg Java
-based attacks.While this work is geared towards detestimgar
attacks as ours, we differ in the approach, in that we do nat-in
sively monitor the clients JVM in order to detect the attadkar-
ther, Soman’s approach is not geared towards specificaibctieg
the images being re-purposed as attack vectors carryirzgceie.
Also, Sharif et al. [34] prove that intrusion detection gyst that
monitor control flow are more precise than system call mesito
The overhead incurred by this method is significantly highen
ours, with performance degradation going up to even 44 %

Since Gifar attacks can be classified as stemming from irderm
tion flow problems, the other way to tackle such attacks is bp-m
itoring information flow. One of the widely accepted appioes
to information flow monitoring involves using security typ&an-
guages such as JIF, Caml etc. JiF (Java - Information FloBjid2
security-typed programming language that extends Javasuip-
port for information flow control and access control, whishen-
forced at both compile and run time. Static information flamn¢
trol could be used to protect the confidentiality and intiyguf in-
formation as it is being manipulated by computing systeifa.cain
also be used to reduce the exposure of data to online orgmiza
[18]. However in order for this approach to work, it is essarto
know all the parties which are legitimately involved in artlkeange



and further to know what each party is allowed to receive.c&in
it is not possible for a third party application, which isusited at
the client end, to know about all the information flow requients
without access to the SN'’s database or client input, thiscamh

is not suitable. A reference monitor, such as the Shamon-arch
tecture[26], has been often used to regulate the flow of imédion
within the system and the between the processes. A referenice
itor is used to enforce Mandatory Access Control (MAC) Hel¢
which are then used to make security guarantees on a systgm. W
the use of remote attestation and virtual machines [17]frdu-
tional guarantees offered by the reference monitor may temded

to provide the same guarantees on multiple machines, anebihe
on the internet scale. The disadvantage with reference toreni
is that they are usually very heavy to implement due to their r
liance on authentication. Further, they monitor all thetesyspro-
cesses, but afford little help in maintaining the inforroatflow in

the browser. Sun released a patch for these attacks whicipis s
posed to be applicable for Java Web Start (JWS) and Javaiflug-

later than the Sun JDK and JRE 6 Update 10, JDK and JRE 5.0 Up-

date 16 , and SDK and JRE 1.418. In order to confirm whether
the patch successfully prevented Gifar attacks, we testiédhe
patch by installing JRE 6 Update 13 on a Windows XP Dell Lat-
itude D630 Laptop, with 2G Ram and a Intel(R) Core(TM)2 Duo

tacks have the potential of causing serious damages to emd' us
systems in a variety of manners.

We designed and developed the Antigifar, which addressss th
deficiency by detecting these attacks at the client end. @bk t
promptly detects a number of possible Gifar-based attantadds
no overhead to the users local machine or browser wherade®s
It also does not invasively monitor all the user interactiavith
the browser. Further, the AntiGifar effectively stops attaeks in
progress even if it is installed only after a Gifar attack bagn
launched.

The Gifar is a representative attack of a larger class otlksta
based on repurposing the content. With the AntiGifar we sssc
fully proved the ability to thwart one of such attacks. THere,
our next step is to extend our protection mechanism for peging
content attacks. For example, we tested the ability of theGifar

to detect recently discovered flash attacks[4]. Our cursefi-
tion can identify such attacks, so long as they are combirigd w
some other file type and they carry out anyone of the defined at-
tacks. This renders those attacks where other uploadabliyfiés
are appended with flash files useless. To improve the accaraty
scope of our approach, we will modify the monitor component,
as to check the HTTP headers.This new control should detsesc
when there is no file being explicitly called, like for examphe

CPU T7500 @ 2.20GHz processor. We then hosted a Gifar on acase when the flash files are sent as a mail attachment anddopene

remote web space and tried to run the applet embedded in the Gi
on the machine. We found that the applet ran successfullyitdes
the update. In order to further confirm the viability of usitg
patch as a protection for Gifar attacks, we hosted the Gifiahe
local machine and launched the same Gifar applet using anlHTM
file and found that the Gifar applet still worked. We carried the
same tests on three different machines by completely watiimgt

in the browser.

Further, the AntiGifar itself can be further refined, to irope
the accuracy of detection. Currently, the AntiGifar candifier-
entiate between various subtle attacks. For example, thi&Aar
cannot determine whether the malicious applet is tryingealsn-
formation from password files or whether it is simply scagrtine
local machine’s file system. To address this limitation, we ex-

Java and the reinstalling the JRE 6 update 16 one one of the ma-ploring how to supplement the add-on to detect additiortacs

chines and by installing JDK 6 Update 16 with Java EE on theroth
two machines and confirmed that the Gifar applet runs whéther
is hosted on a remote site or on the local machine. Each oé thes
machines ran the Windows XP Professional Edition with Servi
Pack 3 and were Dell Latitude D830 Laptops, with 2G Ram and a
Intel(R) Core(TM)2 Duo CPU T7500 @ 2.20GHz processor. This
result leads us to believe that the patch is still not fullgcassful
in preventing Java attacks

Finally, AjaxScope [22], BrowserShield [31], and Core®tri
[40] secure the browsers by rewriting HTML and JavaScriieyl
convert any embedded scripts into safe equivalents by
ters at run time to protect against known attacks. While &ipis
proach could be adapted so as to include Gifar-based afitatks
list of attacks checked for, it still cannot monitor, detectpre-
vent the actual attacks on the end-user's machine once a iGifa
launched. It can at most be used to detect that a Gifar attgack i
running, but not control the effects of the attack on the eseF's
machine.

6. DISCUSSION AND CONCLUDING RE-
MARKS

In this paper we presented a light-weight and effective tool
protect against a so far underestimated attack vector, Igathe
Gifar. We explored through extensive tests the efficacy efdh
tacks perpetrated using Gifar files, and their potential &halysis
leads to the conclusion that this latent threat is poorlyt dlaad-
dressed by current protection systems, both at the renteteasd
locally by antivirus and antispyware. We also showed theGif-

5The authors have contacted SUN multiple times regardirgy thi
yet at the time of writing we did not receive any feedback.

by adding more JavaScript based components.
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