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ABSTRACT
Network security problems are deteriorating worldwide, and
can potentially undermine the growth of the digital economy
and imperil the multitude of innovations that have been a
significant driver of economic growth as well as providing in-
creased services to individuals, businesses, and governments.
The emergence of botnets as a powerful force undermining
security has raised new and important issues. In particu-
lar, the difficulty of detection, elimination and prevention
of botnets or spam caused thereof on an absolute scale us-
ing computing technologies alone have focused attention on
studying behavior patterns of botnets and spammers, to
help devise better countermeasures. This paper has two ob-
jectives; first to introduce a theoretical modeling approach
to spammer behavior and derivation of the model, and sec-
ond, to compare some of the derivations with data that has
been collected from blocklist organizations. By making in-
ferences about the blocklist rules, the spammer can strate-
gize to maximize the amount of spam sent, and we find
evidence of spammers using multiple strategies. The block-
list can achieve reduction of spam by investigating longer
history of a node’s behavior instead of focusing on detection
alone. While some of the derivations seem consistent with
the data there is considerable room for modification and ex-
tension of the modeling approach. The paper concludes with
suggestion for the extension of the model.

1. INTRODUCTION
The technique of using blocklists to fight spam has been

widely used in the industry. Blocklists serve as a convenient
tool for mail service providers (MSP) to efficiently filter out
spam messages. In addition, the existence of blocklists also
deter spammers from sending out spam messages unscrupu-
lously. If spammers are rational agents, they will respond
to the blocklist rules optimally to maximize their benefits
from sending spam messages. Hence, if the assumption of
rational spammers is correct, then the data from various
blocklists should reflect the behavioral characteristics of the
spammers. The purpose of this paper is to investigate this
through both theoretical modeling and empirical analysis.

Various streams of research have looked into analyzing
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spam and blocklist data in studying spam behavior and de-
vising improved ways to control spam. For example, [11]
studies spammer behavior at network level and show that
most spam arrives from a few regions of address space, and
there is evidence of bot use as a key factor. [12] designs
a filtering system that tracks sender patterns across multi-
ple source addresses to track spammers who keep individual
addresses below the radar and/or vary addresses.

Network researchers are increasingly recognizing the fact
that spam is motivated by economic profit. [6] describes in-
filtration of a botnet to assess potential payoff from spam
and show that even with high filtering rates, spammer has
a high payoff that can run into millions of dollars a year.
The spam economy is estimated by some to be worth multi-
billion dollars. Research has also looked at studying spam
from the spammer’s point of view, for instance [10], shows
how monitoring spam as it is created in infested nodes can
be used to filter spam with a high degree of effectiveness.
Research into spammer behavior has been mostly empirical
in nature. Our approach is to supplement empirical analysis
with theoretical models, in particular, dynamic models that
account for behavior over time. We draw from game theory
and control theory ([2]) in developing the model. The inten-
tion is to generate predictions of behavior using the model,
and then to test the predictions against blocklist data, which
in turn help us revise the model. In the process, we make
several simplifying assumptions and introduce abstractions
to represent spammers and those who defend against spam.
This model is a starting point in a series of theoretical and
empirical analyses intended to tie together patterns at single
IP level, at botnet level and at network level that we study.
As such, the focus here is limited to interaction at the level
of a single source, and both empirical findings and adding
richness will substantially revise the model.

Computer Science researchers have come to focus on game
theory in a variety of contexts. [5] provides a brief sur-
vey. Such use has been focused on the algorithmic aspects,
such as mechanism design, computational complexity and
application of game theory to distributed computing prob-
lems. Economics, on the other hand, uses game theory to
solve problems where multiple agents are maximizing their
economic payoffs, and uses analysis to characterize optimal
strategies. Where strategic behavior by two parties con-
tending for economic gains is present with interdependence
of actions, game theory proves to be a valuable tool to study
behavior patterns that may emerge, and can in turn guide
choices on how to influence behavior. Our use of game the-
ory follows the economics approach, as the context of spam



essentially involves economic motivation. The spam econ-
omy is substantial, and spammers are motivated by payoffs.

Game theoretic models have been applied to spam re-
search in various contexts. [1] developed a two-player game
between spammers and mail users to predict respective strate-
gies that may help tune spam filters. [14] extended this
model to account for Human Interactive Proofs in conjunc-
tion with spam filters. [13] compared the effects of different
anti-spam methods, namely, filters, do-not-spam registries,
and increasing cost of sending mail, on spam incidence at
user inboxes and total spam volume, using game theoretic
models.

The game theoretic model represents a subset of our re-
search, focusing on characterizing spammer strategies in a
simplified setting. The intention of this model is to drive
empirical analysis and development of more complex mod-
els that also provide input to development of reputation
rankings for providers. The development of an economic
model is influenced by our view that in conjunction with
technological approaches, spam should also be studied as an
economic problem, using economic theory to model profit-
motivated behavior and to guide empirical analysis, as well
as using economic principles to develop strategies to con-
trol spam. The intention is to develop policy guidelines for
deployment of technological solutions. This is in line with
a long stream of research advocating that Internet policy
should take cognizance of the economic aspects of the en-
vironment in guiding deployment of technologies ([4], [7]).
We develop this approach further in concurrent research into
designing reputation rankings and incentive mechanisms for
mail service providers to motivate better control of spam,
empirical analysis of data to categorize providers and pre-
scribe appropriate policies, and study of specific events like
botnet takedowns.

Our game theoretic model is differentiated by the mod-
eling of dynamic games as well. We consider a stream of
payoffs to the spammer over time rather than model single
period games.

In prior work [8], we outlined the need for economic in-
centives to be allocated to motivate service providers in op-
timally deploying technological controls for security, empha-
sizing the reduction of attacks originating from their respec-
tive networks as against minimizing impact to their cus-
tomers alone. In the context of spam, we demonstrated [9]
that a certification mechanism can provide incentives that
would lead to the more secure providers coalescing into a
coalition that trusts each other in optimal filtering, thus
making it easier to discern the degree of likelihood of a mes-
sage being spam based on the provider it is coming from.

The paper is organized as follows. Section 2 presents our
theoretical model. In Section 3, we present some empirical
evidence. We conclude in Section 4.

2. THE MODEL
We focus on a game between two players: the spammer

and the monitor. The spammer is in control of an IP address
and wants to maximize the benefit he derives from sending
out spam messages. His utility function u(·) is an strictly
increasing and strictly concave function of the amount of
spam messages he sends. More specifically, we assume u(·)
is continuously differentiable, u(0) = 0, u′ > 0, u′′ < 0.

The other player of the game is a monitor whose role is
helping out the mail service providers (MSP) in the fight

against the spammer by putting those IP addresses that
send out spam messages on a blocklist. The blocklist can
then be used by adopting MSPs to filter out spam messages.
Not all of the MSPs use the blocklist and we assume that
the weighted-proportion1 of those MSP that do not adopt
the blocklist is θ ∈ (0, 1).

We assume that the monitor places an IP address into
the blocklist if the total volume of spam messages within
any time interval of length T exceeds D. 2 Given the dy-
namic nature of the game between the spammer and the
monitor, we notice that blocklist companies continuously
augment this fundamental rule with more rules along the
way as well as possibly alter T and D in time. In the inter-
est of intuitive clarity, we assume that the choice of T and
D fully characterizes the actions of the monitor.

2.1 Spammer’s Strategy
Being listed on the blocklist has a detrimental effect on

the spammer’s returns because spam messages sent out by
him will be dropped by those MSPs that adopt the blocklist.
Still, one strategy the spammer could employ would be to
simply ignore the blocklist and send spam at the maximum
rate ī which will immediately cause the IP address to be
listed by the monitor. The spammer’s benefits in this case
will be due to MSPs that do not refer to the blocklist and
is given by

U1 =

Z ∞

0

e−rtu(θī)dt =
u(θī)

r
.

where r is his discount rate for future cash flows. We call
this strategy the defiant strategy by the spammer.

Alternatively, the spammer could try to evade the monitor
by carefully designing his spam intensity function i(t), 0 <
t < ∞, which determines the rate of sending spam at any
time t. If the IP address is not listed with such strategy, his
utility will be

R ∞

0
e−rtu(i(t))dt.

Given the monitor’s strategy which is determined by T
and D, the spammer needs to specify i(t) to so as maxi-
mize his utility while evading the monitor. Thus the the
spammer’s problem can be expressed as

max
i(t)

U =

Z ∞

0

e−rtu(i(t))dt

s.t.

Z s+T

s

i(t)dt ≤ D, ∀s ∈ [0,∞), i(t) ≥ 0. (1)

We call the resulting action the evasive strategy of the
spammer. Although the defiant strategy is straightforward,
the evasive strategy could be subtle. Before we state our
main result, we first show that all the constraints in the
above problem must bind.

Lemma 1. In an optimal solution to the constrained max-
imization problem (1), the volume constraints always bind,

1MSPs that serve more email accounts have larger weight
than those that serve fewer email accounts.
2Since the monitor might not be able to detect all the spam
messages sent out to the Internet by the spammer, D should
be interpreted as the accuracy-adjusted threshold. In other
words, if we assume the monitor is able to detect a propor-
tion p of the total spam messages sent out by the spammer,
then the threshold should be multiplied by p.



i.e.,
Z s+T

s

i(t)dt = D, ∀s ∈ [0,∞)

Proof. Suppose for some s0,
R s0

s0−T
i(t)dt+2ǫ = D where

ǫ > 0. Since
R s

s−T
i(t)dt is a continuous function of s, there

exists 0 < d << T such that
R s

s−T
i(t)dt + ǫ < D, ∀s0 − d ≤

s ≤ s0 + d. Let δ = ǫ/d. If we modify the intensity function
to i′(t) such that i′(t) = i(t) + δ, ∀s0 − d < t ≤ s0, i′(t) =
i(t)−δ, ∀s0 < t < s0+d, and i′(t) = i(t), ∀t 6∈ (s0−d, s0+d),
then all the constraints are still satisfied, but the spammer
is better off because he discounts future cash flow.

The next result is our main theoretical foundation for
studying spammers’ behavior. We show that the spammer’s
optimal intensity function is periodic with period T . In addi-
tion, we fully characterize the spammer’s intensity function.

Proposition 1. The spammer’s optimal intensity func-
tion is periodic with period T , i.e.,

i∗(t + T ) = i∗(t),∀t ∈ [0,∞).

and

i∗(t) = v(Cert),∀t ∈ [0, T ) (2)

where v(·) is the inverse function of u′(·) and C > 0 is a

constant such that
R T

0
i∗(t)dt =

R T

0
v(Cert)dt = D.

Proof. By Lemma 1,
R s+T

s
i(t)dt = D, ∀s ∈ [0,∞). Tak-

ing derivative with respect to s on both sides yield i(t+T )−
i(t) = 0, i.e., i(t) is a periodic function with period T . Hence
the spammer’s problem reduces to the following optimiza-
tion problem:

max
i(t)

U =

Z T

0

e−rtu(i(t))dt

s.t.

Z T

0

i(t)dt = D. (3)

If we define the state variable x(t) =
R t

0
i(s)ds, the above

problem could be written as the following variational prob-
lem:

max
x(t)

U =

Z T

0

e−rtu(x′(t))dt

s.t. x(0) = 0, x(T ) = D. (4)

The necessary condition for a continuously differentiable
solution x(t) is that x(t) must satisfy the Euler’s equation
[3], i.e.,

Fx −
d

dt
Fx′ = 0,

where F (t, x, x′) = e−rtu(x′(t)) in our problem. The above
necessary condition implies

0 −
d

dt

`

e−rtu′(x′(t))
´

= 0,

e−rtu′(x′(t)) = C,

where C is a constant. Denote the inverse function of u′(·)
by v(·). We can write the solution as x′(t) = v(Cert), i.e.,
i(t) = v(Cert). The constant C is determined by the bound-

ary condition
R T

0
v(Cert)dt = D

The above result states that the spammer’s intensity func-
tion will repeat itself at an interval of length T . Therefore it
suffices to characterize the optimal intensity for the period
[0, T ), which we show that depends on the spammer utility
function and his discount rate as well as the parameter D
set by the monitor. Intuitively, the spammer will adjust his
intensity so as to utilize his allowance of D amount of spam
within a period of T taking into consideration the utility he
derives from his returns.

The result below states that if a spammer employs an
evasive strategy, his utility will decrease as T increases, and
his utility will increase as D increases. Given a T , a higher
D means that the monitor is more tolerant of spam and
leaves the spammer with more room for returns. Given a
D, a longer T means that the amount of spam the monitor
tolerates per time period is lower, leaving the spamming
with a lower utility.

Corollary 1. Spammer’s utility from the evasive strat-
egy is

U0 =
1

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt

which is decreasing in T and increasing in D (or decreasing
in C equivalently).

Proof. The utility expression follows directly from Propo-
sition 1. The monotonicity with respect to D is obvious since
U0 is decreasing in C which is decreasing in D. To show U0

is decreasing in T , we need to check if

dU0

dT
< 0

i.e.,

e−rT u
`

v(CerT )
´

1 − e−rT
<

re−rT

(1 − e−rT )2

Z T

0

e−rtu
`

v(Cert)
´

dt

or equivalently

u
“

v(CerT )
”

<
r

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt (5)

By strict concavity, u′() is decreasing, hence, its inverse, v(),
is also decreasing. By strict monotonicity, u() is increasing,
hence, u (v()) is a decreasing function. Therefore, we have

r

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt

>
r

1 − e−rT

Z T

0

e−rtu
“

v(CerT )
”

dt

=
u

`

v(CerT )
´

1 − e−rT

Z T

0

re−rtdt

= u
“

v(CerT )
”

.

Now that we have defined the defiant and evasive strategies
as the two extreme ways of action that are possible for a
spammer, below we investigate how the two strategies relate
to each other.

Lemma 2. One necessary condition for the spammer to
be indifferent between the evasive strategy and the defiant
strategy is

B > u(v(CerT ))



where B is defined as B = u(θī)

Proof. The spammer is indifferent between the evading
strategy and the defying strategy if and only if U0 = U1,
i.e.,

1

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt =
B

r
.

From the proof of Corollary 1, we know

B =
r

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt > u(v(CerT )).

The above result establishes a necessary condition for the
indifference of the spammer between the two strategies. Be-
low, we show that the spammer’s discount rate, or his val-
uations of his returns over time, will make him prefer one
strategy over the other.

Corollary 2. Suppose the spammer is indifferent be-
tween the evasive strategy and the defiant strategy, then an
increase of his discount rate r will make him strictly prefer
the defiant strategy and a decrease of r will make him strictly
prefer the evasive strategy.

Proof. We need to show

dU0

dr
<

dU1

dr

when parameters are such that U1 = U0. First, we rewrite
U0 in the following form

U0 =
1

r(1 − e−rT )

Z 1

e−rT

u(v(C
1

x
))dx

where we have used x = e−rt as the change of variable for
the integration.

dU0

dr
=

T

r(1 − e−rT )
u(v(CerT ))e−rT

−
1 − e−rT + Tre−rT

r2(1 − e−rT )2

Z 1

e−rT

u(v(C
1

x
))dx

=
T

r(1 − e−rT )
u(v(CerT ))e−rT

−
1 − e−rT + Tre−rT

r(1 − e−rT )

B

r

Hence,

dU0

dr
<

dU1

dr
is equivalent to

T

r(1 − e−rT )
u(v(CerT ))e−rT <

B

r2

„

1 − e−rT + Tre−rT

1 − e−rT
− 1

«

(6)

⇔ u(v(CerT )) < B

which is true by Lemma 2.

This result implies that a spammer who has a high dis-
count rate, i.e. who values current returns much more than
future returns, is more likely to adopt a defiant strategy. It
is possible to interpret such an approach as a myopic atti-
tude to maximizing overall utility. On the other hand, a
spammer who has a lower discount rate, meaning that he
has a higher valuation of the future returns to be collected,
will be more inclined to use an evasive strategy.

2.2 Monitor’s Strategy
The analysis in Section 2.1 gives us a way of formalizing

the spammer’s possible actions as a function of the param-
eters that are defining the monitor’s rules. While formulat-
ing her strategy and determining D and T , the monitor will
take the spammer’s optimal actions into consideration. As
the monitor is assumed to be non-profit-seeking, her objec-
tive is to minimize the amount of spam messages released
by the spammer.

Formally, the monitor’s problem is

min
T≥0,C<0

R(T, C) =
1

T

Z T

0

v(Cert)dt (7)

s.t.
1

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt = U1. (8)

where R(T, C) is interpreted as the average rate of spam
messages sent out to the Internet and v(Cert) in the mon-
itor’s objective function is the spammer’s optimal intensity
function based on Proposition 1. In an effort to maintain the
spammer’s indifference, the constraint (8) in the above for-
mulation ensures that the spammer obtains the same utility
from an evasive strategy as he would have obtained from a
defiant strategy.

Obtaining analytical solution to the monitor’s problem is
in general very difficult and there might be no interior solu-
tion at all depending on the utility function of the spammer.
However, certain characterization is possible with the gen-
eral utility form. The following proposition gives us some
idea how the solution might be.

Proposition 2. The upper bound of the monitor’s objec-
tive function is θī and immediate blocking (i.e., T close to
zero) is generally not optimal.

Proof. First we denote limT→0 C = C0. Since the con-
straint holds for each feasible (T, C), we have

lim
T→0

1

1 − e−rT

Z T

0

e−rtu
`

v(Cert)
´

dt =
u(v(C0))

r
=

B

r

which implies u(v(C0)) = B.
Notice

lim
T→0

R(T ) = v(C0) = u−1(B) = θī = R0.

Now we will show that limT→∞ R(T ) < R0. By Lemma 2
we know B > u(v(CerT )), ∀T > 0. Hence,

B ≥ lim
T→∞

u(v(CerT )) = u( lim
T→∞

v(CerT ))

⇔ R0 = u−1(B) ≥ lim
T→∞

v(CerT )

Now, if limT→∞

R T

0
v(Cert)dt < ∞, then obviously we have

limT→∞ R(T ) < R0. On the other hand, if

lim
T→∞

Z T

0

v(Cert)dt = ∞,

then by l’Hopital’s rule, we have

lim
T→∞

R(T ) = lim
T→∞

v(CerT ) ≤ R0.

The above results imply that immediate blocking (i.e., T
close to zero) is generally not optimal. The upper bound of
R(T ) is hence R0 = θī.
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Figure 1: Low Rate Spamming Activity by IP Ad-

dress Indicative of Evasive Strategy: Longer Cycles

and Variable Rates

The above result has several important implications. First,
it suggests that the monitor should look more into the spam-
ming history of an IP address when deciding whether to
block the IP address or not. Of course this requires more
computation power and larger storage space. Hence, the
monitor should trade off the benefit of large T and the cost
of more resources which will lead to an interior solution.
Second, the expression of the upper bound suggests the im-
portance of the universal acceptance of the blocklist by the
MSP. The smaller θ is, the smaller the upper bound is. In
practice, T is always positive, hence the actual average vol-
ume of spam messages will be definitely smaller than this
upper bound. Third, the result suggests that very strict
blocking policy is generally not optimal because more spam-
mers will choose the defiant strategies which causes more
spam messages being sent out.

3. EXPLORATORY EMPIRICAL STUDY
For an exploratory data analysis, we built a subset from

a set of daily spam listings provided by CBL which gathers
data via its own spam traps. We focused on IP listings for
which we have the associated volume information and we
restricted our attention to IP addresses from 13 arbitrary
autonomous systems that possess heterogeneous character-
istics. Our data runs from July 1, 2009 to March 9, 2010 and
the set contains information on 17,942 distinct IP addresses
listed during this time period with 166,905 IP-day combi-
nations. In addition to the daily spam volumes, a botnet
association is provided by CBL whenever applicable. Our
main goal in conducting the exploratory data analysis is to
see some evidence in support of the existence of multiple
strategies attributed to the spammer as described in Sec-
tion 2.1. The average volume of daily spam per IP address
is 135 messages, with a range of 1 to 25,558 and a standard
deviation of 450.5. The variation in the spam volume across
IP addresses is a clear indication of the non-uniform spam-
ming behavior at the IP level. Figures 1- 3 depict spamming
activity of some selected IP addresses over a period of 252
days. The actual dates are not labeled on the axes to avoid
clutter. Periodicity of the spamming intervals can be easily
observed in Figures 1 and 2 and are in line with the evasive
strategy employed by a spammer. The changes in spam-
ming rates and the length of the spamming cycles are not
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Figure 2: Low Rate Spamming Activity by IP Ad-

dress Indicative of Evasive Strategy: Shorter Cycles

and Uniform Rates

Table 1: Summary Statistics of Spamming Behavior

by Botnets

Botnet IP Count Rate Days Total Volume

n/a 9581 94.66 7.43 7, 579, 416
Rustock 6074 65.99 7.19 4,357,658
Cutwail 1629 235.76 5.53 2,801,215

Cutwail2 1394 223.27 4.75 1,741,994
Bagle-cb 464 342.74 6.87 1,226,699
Mega-D 164 523.53 7.30 1,033,025

Xarvester 139 120.35 9.02 631,707
Grum 696 156.16 5.30 631,451
Bobax 52 209.37 15.27 251,904
Lethic 66 536.54 6.00 176,564

Maazben 101 266.04 4.49 132,896
Grum2 291 79.76 4.24 100,346

identical in both figures. This is to be expected, as in re-
ality the spammer does not know the parameters D and T
employed by a monitor, the spammer knows that there are
several monitors with different policies, and thus formulates
his strategy based on a unified perception of the monitoring
environment.

Figure 3 displays the activity of an IP address that sends
out spam at a rate higher than 10,000 messages per day
for the most part of its active cycle, which is captured by
our data as 26 days. The fact that the IP address does not
appear in our data set afterwards might be due to several
reasons. While it is possible that the spammer chose to stop
spamming at this time, it might also be the case that the
hijacked IP address was restored by cleaning up the trojans
that infest the host and/or installing the security patches
that eliminate vulnerabilities, thus truncating the spamming
episode.

While we were able to observe similar patterns for several
other IP addresses whose activity we charted, stronger infer-
ences might be possible through a clustering study applied to
a more comprehensive data set. As such a clustering study
is beyond the scope of this work, below we provide some
simple summary statistics that may help observe some of
the variability in spamming behavior across IP addresses.
In addition, we wish to see how botnets controlling the IP
addresses affect the observed spamming behavior. Table 1
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Figure 3: High Rate Spamming Activity by IP Ad-

dress Indicative of Defiant Strategy

lists the botnets with a total volume of at least 100,000 mes-
sages in addition to the group of IP addresses for which no
botnet information is available, which is labeled as “n/a.”
The column next to the botnet names reports the number
of distinct IP addresses associated with that particular bot-
net in our data set. The rate column summarizes the spam
rate figures by averaging over the IP addresses associated
with a botnet. We compute the spam rate of an individ-
ual IP address by dividing the total amount of spam sent
over the total number of days it appears in the data set.
Note that the average spam rates across botnets show a sig-
nificant variability from an average of 66 messages per day
for Rustock to 536 messages per day for Lethic. Note also
that Rustock is the botnet with the highest total volume of
spam in our data set. We also observe a variation in the
number of days IP addresses spend on the blocklist on av-
erage, which is reported under the days column in Table 1.
We believe that the variability in Table 1 is indicative of the
fact that different botnets may employ different strategies to
maximize their revenues within the limits of their operating
realms. Characterizing the spamming strategies employed
by botnets poses a further research question.

4. CONCLUSION
This is the first time that an economic model using game

theory has been developed in dynamic setting to characterize
spammers’ strategies. The model abstracts several complex
aspects of the problem into simple representations; however,
in doing so, it provides useful insight into the interaction be-
tween botnets and blocklists. More importantly, it provides
the starting point for extending to strategies across multiple
sources and strategies in the presence of MSPs of different
security profiles. In concurrent research, we are conducting
empirical analyses into spam patterns across multiple IP ad-
dresses, and working on developing a reputation system that
accounts for MSPs of varying profiles. We show preliminary
evidence of existence of multiple strategies by exploratory
analysis on blocklist data. Results show variable strategies
may be used across different IP addresses as well as differ-
ent botnets. We provide insights that can guide blocklist
providers in making choices about time intervals over which
addresses are monitored.

There are several limitations of our current study. As
mentioner earlier, our simplification of the monitor’s rule to

the choice of the parameters D and T does not adequately
reflect the mode of operation of current blocklist companies.
However, we believe that these are two key parameters that
impact their decisions on listing IP addresses. Apart from
the mathematical challenges of incorporating more complex
rules into a game theoretic model that seeks to derive the
spammer’s actions, it is understandable that blocklist com-
panies would not be willing to openly discuss the complete
set of rules they employ, for the obvious reason that it would
provide the spammer with a tactical advantage.

Our model focuses on one spammer versus one monitor
as actors whereas in reality there are several spammers and
several blocklist companies. From the monitor’s perspec-
tive, we can argue that, if she desires so, the monitor may
observe different categories of spammers and customize her
strategies to target segments of spammers. Our analysis of
monitor’s strategy provides her with guidelines to employ in
order to minimize the damage that is caused by a spammer
that is characterized by a particular utility function. Based
on her perception of the spammer profiles, the monitor can
design her rules to pursue them simultaneously. However,
the problem faced by a spammer who is in interaction with
multiple independent blocklists is quite different. In addi-
tion, it is not easy for the spammer to customize his strate-
gies with respect to different monitors, mainly because this
requires for the spammer to be involved in a more targeted
spamming effort taking into consideration the information
regarding MSP subscriptions to blocklists. Instead, we sug-
gest that the spammer builds his strategy based on his belief
of the aggregate monitoring he faces, which is derived from
the partial information he gathers as he observes the reac-
tions of the blocklists to his spamming tactics. We believe
that this accounts for some of the variability we observe in
spamming behavior when studied at an individual IP ad-
dress level as well as the botnet level.

In addition to several reports in the literature, our own
limited data analysis results on the botnets indicate that
organized botnet activity is an important dimension of the
spam problem. This hints to another limitation of our model
which defines the spammer as in control of a single IP ad-
dress because IP-level activity is what the monitor is able
to detect. As botnets control several IP addresses at the
same time, the spamming botnet’s actual problem involves
optimizing his overall resources, which will lead to different
spamming strategies when translated to single IP addresses.
We believe that this presents an opportunity for further re-
search using both modeling and empirical approaches. As
the technical aspects of the botnet operations become better
known, and botnet associations can be labeled more exten-
sively by a monitor, much useful data would accrue which
then can be mined to characterize the spamming behavior of
the botnets. Anticipating the botnet’s behavior and tactics
would in turn help the monitor in designing her monitoring
rules.

We note that our exploratory empirical analysis is lim-
ited to a small subset of data and the observations might
be different when the analysis is repeated at a larger scale.
Extending the empirical analysis in scope along several di-
mensions with the goal of characterizing botnet behavior
remains as future work. Such an understanding will also
help develop the game theoretic model further to address
strategies of botnet herders in utilizing a vast and growing
collection of IP addresses.



Further work will extend the model to incorporate mail
service providers at different reputation levels as players in
the game. As reputations influence strategies and payoffs,
they can form an incentive system; the goal of the model is
to demonstrate incentives can be thus allocated to improve
spam control by individual providers.
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